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Scalable applications /

Essential
characteristics

On-demand
self-service

Broad network
access

Resource
pooling

Rapid
elasticity

Measured
service

Cloud!?

Service models

Cloud
Software as a
Service (SaaS)

Cloud
Platform as a
Service (PaaS)

Cloud
Infrastructure

as a Service
(laaS)

http://csrc.nist.gov/groups/SNS/cloud-computing/

Deployment
models

Private cloud

Community
cloud

Public cloud

Hybrid cloud
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The need for caching

o "

Tuesday 20 July 2010



Internet frontend Backend

Toolserver Wwww oes
9 1

Web hont  Login

”lll Search

Tool honks Search
— Search|tasks = s Databases
Agple Search - — s .
— - 0
\' / Manter Tulwoon N
;m;. £2: commcns, de, 1
DO O «— Database dumps 'y ’ ’I g
WAP SSL Suatic dumgs - % thwven
3 cthar wikis
R
Squids Mater 3 siwen o
(1))
Tampa Amsterdam ®
25 Tex 15 TextSquids Te: 2
A b= =
I\ = ' 4]
l.-u k Qadancer 1))
A 1\ A
R N \ ' QORI
N d) s i @) CIOICIOO000 0)
Y ';;"" 17 - waure 25 Apache-Compex£5
4 bm ; — O QY033
\ |t : i \ 3 Media files dcrate O Cu (00000(0 (o Co O O Co ) Cq
S R O OO A GGG
T ey e 9 [AVVVAVVLRRRDAVDD
plaret )
Media files Image
9 e scalers
Madia Uplcac Ab q o o I—). J ! J
3 mans storage mage J
9 ververs files et

POF

J J Mail
e Subvervoen ‘ ‘ ‘
e OTRS Latx
‘ ‘ tichnts
MNagics

Oons LOAFNS Legging AT mpostedes

NTP, SSH MNetwoerk eels Satch jcbs Scratch hosts

S2DIAIDS
LELEEREN

b 0] A A > ~ 9 J 1 1

M tor oa Sawve 0O Muche Teut nquid Upload scuid Load Dakancer Search hoat Search indecoss Filo vorver Image wcaker Webs ervice MNAFC wervice Network Levice

Tuesday 20 July 2010


http://www.flickr.com/photos/eli_k_hayasaka/764416130/
http://www.flickr.com/photos/eli_k_hayasaka/764416130/

~80% of WikiMedia’s
" e 1t 1 S sery

ER AL R OO OO0 v

’.\l
Dt ¥
L

)
A4

O 0"'_o’|_c'[4“_1 _‘1' (s :_'4\‘,\"-,',\";']
File
servers scalers

irpadw| e
\
Ll
N
' v
LY

— PV —>
Image
files

Tuesday 20 July 2010


http://en.wikipedia.org/wiki/Wikipedia:Technical_FAQ
http://en.wikipedia.org/wiki/Wikipedia:Technical_FAQ

Vg
-
O
=
=
O
Vg
o¥0)
=
i =
@,
S
@,

)
at]
V)

N
J)
c
)

O

C
)

Tuesday 20 July 2010



Vg
-
O
=
=
O
Vg
o¥0)
=
i =
@,
S
@,

-
—

JLOIE

)

)

, |
. -
)
FJ |
) w |
~ B )
| 4 F|..
2 m 5 |
JD, Sv |
ol B
[0
FJJ V
|
1) !
rv ﬂ bﬁv ,
S B =
1) ﬁH/W 7
5 B
— o0
o) “ n
F\v 4 n‘: ﬁ
J] 0.0 ,
©u O
) o)
< Y
o)

e -
S e
I\v- 7 &
y ¥

r
|

b O,

us on the

’
2

Let

Lo
>

Co . N

-

ey '

Tuesday 20 July 2010



Caching solutions

arsistent KV Store
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Memcache

® memcache.org

LivedJournal
® Written for early L] Wikipedia
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Basic KV

Slabs

" slab 1 (<10B) || slab 3 (<1008) || siab 9 (<5128) | | siab 16 (<1vB) |

k123=v321 alsok92=v09... || plansforLS=... shortk=>longv
k43="blah" k93=v812...5

ltems

alsok92=v09 k1="suare..
. )

Cache in memory

® Slabs are fixed size @ Users don’t care about slabs

® Dst slab determined ® Miners care about slabs
by value size
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Application Integration

internet

a5 I
eyt

function get foo(foo id)
foo = memcached get("foo:" . foo_id)

return foo if defined foo i ]
Proxy Proxy

foo = fetch _foo _from database(foo_id)
memcached set("foo:" . foo_id, foo)
return foo

end
" node ) node |/ node | ¥ E
X S :‘;M E s < Master | | Master | | Master
[ node )( node )( node )
node , node node :I : . — — —
\ node /\ node || node _/l Slave BackupBackup Backup Backup
" node || nodcjf node |
— — = - user partitioning
. memcached databased
http://memcached.org/ http://pic00 | .cnblogs.com/img/dudu/200809/20080928 1 7263955.pne
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Trivial protocol

ASCll-based
Long-lived
Tiny command set

27
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Trivial protocol

ASCll-based
Long-lived e

Tlny command set ~ marco$ telnet localhost 11211
Trying ::1...
Connected to localhost.
set LulzSuarez @@ 11
FobbedGhanag
STORED

~ ERROR
get LuizSudrez
YALLE Luizbudrez @ 11
RobbedGhang
EMD
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Trivial protocol

ASCll-based
Long-lived e

Tlny command set ~ marco$ telnet localhost 11211
Trying ::1...
Connected to localhost.
Escape character is "A]",
set Luiztudrez @ @ 11
RobbedGhang
STORED

get LuizSudrez

YALLE Luizbudrez @ 11
RobbedGhang

ErD
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Trivial protocol

ASCll-based
Long-lived
Tiny command set

shell

pid 99519

uptime 496945

time 1279563057

varsion 1.4.5
polnter_size 32
rusdde_usar 9. 4543.°.9
rusage_system Z2.059067
curr_connections 1¢
total_connections 215
connection_structures 1/
cmd_get 447

cmd_set 182779
cmd_flush ©




Trivial protocol

ASCll-based
Long-lived
Tiny command set

27
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Goals

® Connect to memcached
® Find all slabs

® Retrieve keynames from each slab
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Lies, damn lies, and
stats

® stats cmd has subcmds

items

QM2 | -
a J L LA L

stats slabs

STAT 1l:chunk size

Sy

STAT 2:chunk size

Teoo?

STAT 3:chunk size

Teoe>

STAT 4:chunk size
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Retrieving key nhames

Rely on two
e oorl
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Retrieving key nhames

Feature #lI:

Fa T . T

shell

memcached-1.4.5 marco% . /memcached -h
memcached 1.4.5

-p =nume=

- <numes

-5 «flex
.-" I‘.H.-L.

~

TCP port number to listen on (default: 112115

UDP port rnumber to listen on {(defoult: 11211, @ is off)

|l sncket th liasten on Cdigohles_ne rk slnnort
o B L O S TN AR
R R T L B W VI v N PR Y LT WY T B LR OPL Y
the memory poge size could reduce the number of TLE misses
and improve the performance. In order to get large pages
from the 0%, memcached will allocate the total item-cache
1n one large chunk.

Usa <chars as the delimiter betwseean key prefixes and IDs.
This is used for per-prefix stats reporting. The default is
“:* (colon)y. If this option 1s spacified, stats collection
1s turned on (ErEEREEEN M. then it may be turned on
by sending the | ond to the serwver.
number of thrdiooemegee " 4)

Maximum number of requests per event, limts the number of
requests process for a given connection to prevent
starvation (default: 289




Retrieving key nhames

Feature #2:
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Retrieving key nhames

shell
~ marco$ telnet localhost 11211
1 Trying ::1...
Feature #2: y1ng

Connected to localhost.
Ane  —harnete ' A
.“»:jj.}ztutz cachedump 1 1@
ITEM LuizSuarez [11 b; 1279066107 =]
EMD
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Retrieving key nhames

shell
~ marco$ telnet localhost 11211
. Trying ::1...
Feature #2 Connected to localhost.
Escape character 1s "A]".
N - tats cachedurmpl 1§19
- ITEM LuizSuarez [Bl b; 1279966107 s]

EMD
Slelbs D
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Retrieving key nhames

shell
~ marco$ telnet localhost 11211
. Trying ::1...
Feature #2 Connected to localhost.
Escape character i1s "A]".
| stats cachedump 181
it ITEM LuizSuarez [11 b 1279066107 s

EMD
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Retrieving key nhames

shell
~ marco$ telnet localhost 11211
. Trying ::1...
Feature #2 Connected to localhost.

Escape character 1s "A]".
I = O tS cadchedump 1 19
- ITEM LuizSuarez [11 b; 1279966107 3]

i K:y -
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Retrieving key nhames

Feature #2:
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And this gets us!

® No need for complex hacks. Memcached
serves up all its data for us.

st it - St A

- ® What to do in an exposed cache!
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Mining the cache

® go-derper.rb — memcached miner

® Retrieves up to k keys from each slab and
their contents, store on disk

° Applles regexes and f‘Iters matches |n a
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Finding memcaches

® Again with the simple approach

® Pick an EC2 subnet, scan for memcaches
Port 1121 1| and mod’ed .nse
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Results

® Obijects found

® Serialized Java
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Results: Actual Sites
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Fixes!?

o FW.FW.FW.FW. FW. FW. FW. FW. FW. FW. FWV.
FVV. FW. FW. FW. FW. FW. FW. FW. FW. FW. FW.
FWV. FW. FW. FW. FW. FW. FW. FW. FW. FW. FW.
FWV. FW. FWV.

® Hack code to disable stats facility (but doesn’t
prevent key brute-force)

. Yy | ol ‘ 'y ) 3 1Ry [ - o ol
) .‘.Q Ny N ‘\.:1 HE\= A n-vl' ' | »"xg" | B 2 h 2
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Places to keep looking

® |mprove data detection/sifting/filtering

® Spread the search past a single EC2 subnet
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