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Administrivia

}My overarching objective with this talk is to increase 

security awareness and serve as a catalyst for positive 

change

}I developed this paper and the conclusions reached and 

the information presented, on my own time, not on behalf 

of Seismic or using any resources of Seismic and in fact 

prior to working for Seismic

}My information was derived from well-known public 

vulnerabilities and other public sources

}I joined Seismic (now an Applied Signal Technology 

company) to develop solutions to these type of problems 

and to increase the integrity of our networks



SOHO RouteréSecurity?



Common Attack Techniques

}Cross Site Request Forgery

}No trust relationship between browser and router

}Canõt forge Basic Authentication credentials

}Anti-CSRF 

} Limited by the same origin policy

}DNS Rebinding

}Rebinding prevention by OpenDNS / NoScript / DNSWall

}Most rebinding attacks no longer work

}Mosté



Multiple A Record Attack

}Better known as DNS load balancing / redundancy

}Return multiple IP addresses in DNS response

}Browser attempts to connect to each IP addresses in order

} If one IP goes down, browser switches to the next IP in the list

}Limited attack

}Can rebind to any public IP address

}Canõt rebind to an RFC1918 IP addresses



Rebinding to a Public IP

1.4.1.4

2.3.5.8

Target IP: 2.3.5.8

Attacker IP: 1.4.1.4

Attacker Domain: attacker.com



Rebinding to a Public IP

1.4.1.4

2.3.5.8

What is the IP address for 

attacker.com?
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Rebinding to a Public IP
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GET   /   HTTP/1.1

Host:  attacker.com
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Rebinding to a Public IP

1.4.1.4

2.3.5.8

TCP RST
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Rebinding to a Public IP
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Rebinding to a Private IP

1.4.1.4

Target IP: 192.168.1.1

Attacker IP: 1.4.1.4

Attacker Domain: attacker.com

192.168.1.1



Rebinding to a Private IP

1.4.1.4

What is the IP address for

attacker.com?

192.168.1.1
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