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My overarching objective with this talk is to increase
security awareness and serve as a catalyst for positive
change

| developed this paper and the conclusions reached and
the information presented, on my own time, not on behalf
of Seismic or using any resources of Seismic and in fact
prior to working for Seismic

My information was derived from weltihown public
vulnerabilities and other public sources

| joined Seismic (now an Applied Signal Technology
company) to develop solutions to these type of problems
and to increase the integrity of our networks



DD-WRT (httpd service) Remote Command Execution Vulnerability
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BT HOME FLUB: PWNIN THE BT HOME HUB

point. The BT Home Hub, which is probably the most popular home router in the UK, is susceptible to

ews S - Router manufacturer D-Link Corp. today admitted that
some of its routers have a vulnerability that could allow hackers access toa
device's administrative settings. The Taipei, Taiwan-based form said that it
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Source: Secunia . e . .
Date of Discovery: 03092009 UPDATE: Officials downplay the extent of the vulnerability, saying it only
e MBS WL-500W Wireless Router affects older firmware versions and requires the user's password.
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A remote management flaw, published by a security firm

Twao vulnerabilities have been reported in ASUS WL-500W wireless router. One vulnerability has an unknown . R

while the other can be explofted to compromise a vulnerable device. recently, affects older versions of the Linksys EtherFast Cable/DSL Router and
could extend to the company's entire home networking product line.



Common Attack Techniques

} Cross Site Request Forgery
No trust relationship between browser and router

Canot forge Basic Authentica

Anti-CSRF
Limited by the same origin policy

} DNS Rebinding
Rebinding prevention by OpenDNS / NoScript / DNSWalll

Most rebinding attacks no longer work
Moseé



Multiple A Record Attack

} Better known as DNS load balancing / redundancy

} Return multiple IP addresses in DNS response
Browser attempts to connect to each IP addresses in order
If one IP goes down, browser switches to the next IP in the list

1 Limited attack
Can rebind to any public IP address
Canot rebind to an RFC1918 |



Rebinding to a Public IP

Target IP: 2.3.5.8
Attacker IP: 1.4.1.4
Attacker Domain: attacker.com
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Rebinding to a Private IP

Target IP: 192.168.1.1
Attacker IP: 1.4.1.4

Attacker Domain;: attacker.com

192.168.1.1



Rebinding to a Private IP

What is the IP address for
attacker.com?

- @
192.168.1.1



Rebinding to a Private IP

1.4.1.4
192.168.1.1




Rebinding to a Private IP

GET / HTTP/1.1
Host: attacker.com

192.168.1.1



